The approach to high-risk jurisdictions in the context of fight
against money laundering and financing of terrorism

Regulation

Provisions

Question

Answer

e Act No. 253/2008 Coll., on Certain Measures Against Legitimisation
of Proceeds of Crime and Financing of Terrorism, as amended (AML Act)

e Decree No. 67/2018 Coll.,, on Selected Requirements for the System
of Internal Rules, Procedures and Control Measures against Legitimisation
of Proceeds of Crime and Financing of Terrorism (AML Decree)

e Articles 6, 18, 20, 21 and 21a and Annex 2 of the AML Act

e Articles 3 and 6 to 9 of the AML Decree

How should an obliged entity proceed to ensure effective
management of risks related to high-risk jurisdictions?

|. Regarding geographical risk generally

The connection between the obliged entity’s business activity and foreign
jurisdictions (or, conversely, it's business activity being purely local) is one
of the factors affecting the level of obliged entity’s risk of being abused
for money laundering and terrorist financing. The obliged entity must take
this aspect into account in its risk assessment (Article 21a of the AML Act)
and when assessing the level of risk of specific customers/business
relationships and transactions made within such relationships (Article 7(2)(a)
to (d) of the AML Decree). This indicator may reduce or increase the risk.

The obliged entity must identify geographical risks pursuant to the nature of its
business activity while taking into account relevant information (such as risk factors
under the AML Act and the AML Decree, the national risk assessment coordinated
by the Financial Analytical Office (FAO) and open sources). In any case, it is
appropriate to use a variety of credible information sources when drawing up an
internal list of high-risk jurisdictions. At the same time, the obliged entity must
set out in its system of internal rules follow-up procedures which it will
subsequently apply pursuant to identified risks. These procedures must
effectively manage the risks identified, amongst others, with the aim
to enable the obliged entity to detect suspicious transactions.

It is of key importance from the anti-money laundering/counter-terrorism financing
(AML/CFT) perspective to take commensurate measures to mitigate the risk arising
from links to jurisdictions associated with higher risk. The reasons why some
jurisdictions are associated with a higher level of risk vary; they may be countries
associated with higher rates of criminality (drug cartels, corruption, etc.), which may
thus be sources of illegal funds; countries insufficiently applying AML/CFT
measures (for example countries identified as such on the lists of the Financial
Action Task Force (FATF) and the European Union (EU) and some so called “off-
shore jurisdictions”), through which illegal funds tend to be transferred; or countries
linked to terrorist organisations (hence mainly countries or territories from which
originate entities against which the international community — the UN and the EU —
has adopted international sanctions). The legislation leaves discretion for obliged
entities when mitigating geographical risk. However, pursuant to the AML
Decree, obliged entities must regard as high-risk at least those countries
identified by the FATF or the directly applicable EU legislation as countries
which do not have effective AML/CFT systems in place or engage in illicit
proliferation of weapons of mass destruction. When undertaking business
related to these jurisdictions, obliged entity must always apply the measures
referred to in Article 9(3) and (4) of the AML Decree (see below).
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The relationship between business activity and geographical risk

The obliged entity must assess in its internal rules geographical risks with regard
to all relationships and links with foreign jurisdictions and put in place
commensurate procedures to mitigate identified risks. These may include,
for example, links with foreign jurisdictions through customers and their
transactions or a direct link between the obliged entity and a foreign jurisdiction
(e.g. in the form of a branch, other members of the group or its own transactions).
This Opinion discusses geographical risk only in terms of identifying
and mitigating geographical risks associated with individual customers,
transactions and business relationships and leaves aside risks associated with
cross-border activities of the obliged entity (in the form of a branch or through
a group) and the management of those risks.

Il. ldentification of geographical risk

Pursuant to Article 2l1a of the AML Act, obliged entities must undertake
an assessment of risks of money laundering and financing of terrorism (ML/FT)
which may arise in relation to their business activity. The risk assessment must
take into account factors of potential higher risk listed in Annex 2 to the AML Act,
which include, i.a. the following geographical risk factors:

1. countries which have been identified by EU authorities or international
organisations dealing with AML/CFT measures or measures to counter
the proliferation of weapons of mass destruction as countries which do not
have effective AML/CFT systems in place or are engaged in the illicit
proliferation of weapons of mass destruction,

2. countries which have been identified in credible sources as countries having
a significant level of corruption or other criminal activity,

3. countries subject to sanctions, embargoes or similar restrictive measures
imposed by, for example, the EU or the UN, or

4. countries which provide funds or support for terrorist activities or in which
identified terrorist organisations are active.

Specific sources of information in relation to the individual aforementioned factors
are given in Section IV below.

In its risk assessment, the obliged entity must thus identify countries which pose
higher ML/FT risk with regard to its business (especially with respect to the country
of origin of the customer, the beneficial owner and the destination/origin
of a transaction). Pursuant to Article 9(3) and (4) of the AML Act, when
defining this list, the obliged entity must always attach higher risk at least
to those countries which are identified by the FATF or the directly applicable
EU legislation as countries which insufficiently apply or fail to apply
AML/CFT measures. The obliged entity must also assess whether other countries
pose a higher risk to its business; in doing so, it must take into account at least
the other aforementioned geographical risk factors listed in Annex 2 to the AML Act
and, subsequently, identify those countries as such in its list of high-risk countries.

In addition to the factors listed in Annex 2 to the AML Act, a guidance to assessing
the level of risk of individual foreign jurisdictions is provided in the ESAs Joint
Guidelines on ML/FT Risk Factors®, which add further relevant factors, for example
in the areas of tax cooperation (especially as regards the so called “off-shore
jurisdictions”) and the quality of the country’s law enforcement system. The obliged
entity should also take into account other available information, especially the
national risk assessment, information provided by the FAO and law enforcement
authorities, information known to it from within the group, information known to it
from its own business activity and reliable information from public sources.

! Joint Guidelines under Articles 17 and 18(4) of Directive EU)2015/849 on simplified and enhanced customer due
diligence and the factors credit and financial institutions should consider when assessing the money laundering
and terrorist financing risk associated with individual business relationships and occasional transactions
(https://esas-joint-committee.europa.eu/Publications/Guidelines/Guidelines%200n%20Risk%20Factors EN_04-

01-2018.pdf)
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https://esas-joint-committee.europa.eu/Publications/Guidelines/Guidelines%20on%20Risk%20Factors_EN_04-01-2018.pdf
https://esas-joint-committee.europa.eu/Publications/Guidelines/Guidelines%20on%20Risk%20Factors_EN_04-01-2018.pdf

We emphasise here that compiling a list of high-risk countries is not a one-off
activity. On the contrary, obliged entity must make sure that its list is continuously
kept up-to-date. Its internal list must always reflect any changes in the lists
published by the FATF and the EU, but the obliged entity must also take
appropriate steps to continuously monitor the circumstances which might affect
the level of risk of other jurisdictions.

Ill. Risk management procedures

In relation to the risks identified (including geographical risk), the obliged entity
must, pursuant to Article 21(5)(c) of the AML Act and Article 6 of the AML Decree,
set out in its system of internal rules procedures pursuant to which it will determine
adequately the risk profiles of customers (customer categorisation) and apply
appropriate measures to them in order to mitigate the identified risks.

If, when complying with the requirements laid down in the AML Act,
the obliged entity is aware that the customer, the customer’s beneficial
owner or the person authorised to act with the institution on behalf
of the customer is a person with its country of origin (as defined in Article
3(1)(b) of the AML Decree) in a country identified as high-risk by the FATF
or the directly applicable EU legislation, the transaction or business
relationship concerned always entails an increased risk of abuse for money
laundering or financing terrorism. Pursuant to Article 7(2)(a) to (c)
and especially Article 9(3)(a) of the AML Decree, this risk must be taken into
account in the customer’s risk profile (the customer must be assigned a risk profile
with higher risk, i.e. he/she must be assigned to a higher risk category).
The procedures applied to the customer by the obliged entity (Article 8(2)(b)
and Article 9(2) of the AML Decree) must be consistent with the customer’s risk
profile. Higher risks should be reflected in stricter procedures so that the obliged
entity is able to identify potential suspicious transactions (in particular, a wider
range of information should be obtained about the customer and the business
relationship, and the business relationship with the customer and the customer’s
transactions should be monitored more intensively).

The obliged entity must also assess the risks related to the situation where
a transaction is associated with a country identified as high-risk by the FATF
or directly applicable EU legislation (i.e. the subject matter of the transaction
is to be provided from/to a high-risk country), and must apply appropriate
measures to mitigate this risk (Article 7(2)(d), Article 8(2) and Article 9(2), (4)
and (6) of the AML Decree). Pursuant to Article 9(6) of the AML Decree,
the obliged entity must at least obtain a greater amount of information and must
always examine the background and purpose of such transactions. In practice,
therefore, it may be sufficient for the obliged entity to obtain information that
sufficiently explains why the transaction is not suspicious (and to record
the reasons) or, for transactions within a business relationship, why the transaction
does not constitute ground for increasing the risk of the business relationship.
Where the obliged entity has this information at its disposal, it does not need
to request it repeatedly but only verify whether it is up to date.

As results from the aforementioned, the specific requirements stipulated
by legislation apply only to countries identified as hizgh-high risk countries
by the FATF or the directly applicable EU legislation.” As for other countries,
the approach is left to the discretion of the obliged entity (for example whether it
adopts the same approach to all countries which it identified as presenting higher
risk as it does to the countries referred to above), nonetheless, the procedures
in place must be justified and must effectively mitigate the country-specific risk
identified.

The measures taken must effectively mitigate the specific risks identified
by the obliged entity. The obliged entity must, therefore, take into account also
the nature of its business activities (including the distribution channels it uses),
the products it offers and the specific vulnerabilities to which those products are
exposed with respect to individual high-risk countries. For example, in the case

2 In the case of differences between the two documents, the obliged entity must designate as high-risk all
the countries included on the list in the relevant directly applicable EU legislation, as well ason the FATF list.



of countries regarded as high-risk due to their links with terrorism, where, i.a.,
the risk of abuse of transfer of funds in small amounts to finance terrorism must be
taken into account, an appropriate measure may be to lower the limits
for monitoring transactions with these countries. However, this consideration
and related measures will not be applicable to an obliged entity that does not offer
transfers of funds or in the case of a country/jurisdiction which is considered as
high-risk for another reason (such as an “off-shore country”).

It should be emphasised that a transaction or business associated with a high-risk
country does not automatically constitute a suspicious transaction pursuant
to Article 6 of the AML Act unless one of the conditions pursuant to Article 6(2)
ofthe AML Act is satisfied simultaneously. However, depending
on the circumstances of the specific transaction and the information obtained
during customer due diligence (including the country’s risk level as reflected
in the customer’s risk profile), the obliged entity may conclude that the transaction
is suspicious. In such case, the consequences are the same as for any other
suspicious transaction. In particular, the obliged entity must report the suspicious
transaction to the FAO pursuant to Article 18 of the AML Act and, where relevant,
suspend the execution of the customer’s instruction pursuant to Article 20
of the AML Act.

IV. External sources

FATF list of countries with significant AML/CFT deficiencies:
http://www.fatf-gafi.org/countries/#high-risk

Commission Delegated Regulation (EU) 2016/1675 of 14 July 2016 supplementing
Directive (EU) 2015/849 of the European Parliament and of the Council
by identifying high-risk third countries with strategic deficiencies (consolidated text
as of 6 March 2018, in English)*:

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02016R1675-
20180306

Information on the legislation governing the international sanctions regime currently
in force (in Czech only):

http://www.financnianalytickyurad.cz/mezinarodni-sankce/informace-k-aktualne-
ucinnym-predpisum-mezinarodnich-sankci.html

FAOQ list of countries deemed comparable in terms of their AML/CFT framework
(in Czech only):

http://www.financnianalytickyurad.cz/stanoviska-fau.html
Supranational and national risk assessment (in Czech only)
http://www.financnianalytickyurad.cz/hodnoceni-rizik.html

Non-exhaustive list of sources of information about levels of corruption and other
predicative crimes in foreign jurisdictions:
Organisation for Economic Cooperation and Development (corruption)
http://www.oecd.org/corruption/
Organisation for Economic Cooperation and Development (tax havens)
http://www.oecd.org/countries/monacol/list-of-unco-operative-tax-havens.htm
Council of Europe — GRECO (corruption)
https://www.coe.int/en/web/greco
United Nations Office on Drugs and Crime (UNODC)
http://www.unodc.org/

Nature of the  This answer expresses the opinion of the Czech National Bank staff members.
Opinion The court and, as the case may be, the Bank Board of the Czech National Bank
may be of a different opinion.

Contact Katefina Pscherova, katerina.pscherova@cnb.cz
person:
Date: 8 January 2019

% The reference is illustrative as of the date of this Opinion. Obliged entities must make sure they are using
the current binding version.


http://www.fatf-gafi.org/countries/#high-risk
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02016R1675-20180306
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02016R1675-20180306
http://www.financnianalytickyurad.cz/mezinarodni-sankce/informace-k-aktualne-ucinnym-predpisum-mezinarodnich-sankci.html
http://www.financnianalytickyurad.cz/mezinarodni-sankce/informace-k-aktualne-ucinnym-predpisum-mezinarodnich-sankci.html
http://www.financnianalytickyurad.cz/stanoviska-fau.html
http://www.financnianalytickyurad.cz/hodnoceni-rizik.html
http://www.oecd.org/corruption/
http://www.oecd.org/countries/monaco/list-of-unco-operative-tax-havens.htm
https://www.coe.int/en/web/greco
http://www.unodc.org/
mailto:pavel.sykora@cnb.cz

